Streamlining physical and digital access
control in one central identity and access
management solution

Nexus PRIME enables you to automate complex security processes for physical
access, digital access and credential management. It also reduces operational
costs by providing comprehensive self-service functionalities.

Centralization

Manages all identities The identity challenge
and credentials for -

both physical and
digital access in one
central system.
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Control

Gives you trans-
parency, traceability
and compliance

across units and
locations.

Nexus PRIME is a central solution for
efficient, transparent and flexible identity
and access management (IAM), which
eliminates inefficient and error-prone
manual processes.

Best-practice workflows

Employees normally need access credentials
for both physical access to sites and
buildings, and digital access to computers
and servers. |dentities are often created

and managed in several separate systems,
which leads to confusion and high costs,

and jeopardizes enterprise security. By

PS_Nexus PRIME_v1.0

RFID

providing a central system with best-practice
workflows, Nexus PRIME enforces uniform
policies in the management of identities,
credentials and entitlements, and provides
information on who is in possession of which
access credentials and entitlements at any
given time. Nexus PRIME connects to the
enterprises’ IT environment, as well as to
existing access control systems.

Nexus PRIME is vendor-independent, since
it supports several providers of RFID cards,
PKI smart cards, multifunctional cards, card
printers, and card middleware.




Nexus Service Station running Nexus PRIME
user selfservice portal

Self-service portal

The mobile-enabled user self-service portal
streamlines business processes such as
onboarding and offboarding. The PRIME user
interfaces are multilingual and tailor-made
for different user groups, which boosts user
acceptance and data quality.

Traceability and auditability

Nexus PRIME has a number of features
to fulfill any requirements for reliability,
traceability and auditability:

e The PRIME Business Process Model
Notation (BMPN) workflow engine logs
every step in the executed process.

® An object history is created for all objects,
such as Person, Card or Certificate, created
in PRIME. All changes are tracked with, for
example, timestamp, IP address, username
and reason for the change. All entries in the
object history are digitally signed.

e All runtime data stored in the PRIME
database can be displayed and exported
in different formats, and the search
function is flexible and configurable.

Multi-tenancy

Nexus PRIME can host multiple client
organizations in the same instance of

the platform, with clean separation of
policies, and issuance and maintenance
processes, and with separate groups of
policy administrators. This feature is ideal for
service providers and large organizations,
with a need to handle, for example, different

national data protection requirements.




Additional features

* Secures onboarding by allowing the user to capture all attributes of their identity, such as photo, HR data,
personal data, biometric data, signatures and electronic documents.

* Enables flexible design of cards with a range of elements, such as picture, signature, logo, colors and more.

* Allows for different card layouts for different user groups, such as employees and visitors.

* Supports all market-relevant access control systems, RFID cards and PKI cards, and supports mobile identities.

* Increases automation through flexible notification processes, used when cards or certificates need to be
renewed, for example.

* New use cases and workflows can be designed within Nexus PRIME using Business Process Model
Notation (BPMN), which is a widely used, standardized, formal, intuitive and graphical notation for
describing processes. The BPMN workflows can be executed directly within Nexus PRIME.

e Comes with out-of-the-box integration with Nexus Online services for outsourcing of the card production.

e Comes with out-of-the-box integration with Nexus Certificate Manager and other certificate authority (CA) softwares.

Best practice modules

Nexus PRIME comes with a series of preconfigured, best-practice standard modules for instant
use. Each module contains workflows addressing common IAM use cases.
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Standard modules in Nexus PRIME







